WorkLenz Predictive
Intelligence for Risk
Management
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Managing Risk in USAID
ADS 596 and ADS 577

“Risk is the potential for loss, harm, or danger in an
operation.”

It is iIntended to help management:

— identify and document risks;

— prioritize them in terms of susceptibility;

— and determine the adequacy of controls to manage those risks.

“By properly managing risk, USAID can improve the
effectiveness and efficiency of its operations, while
reducing the likelihood of waste, loss, and
mismanagement.”
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Why Identify Risks?
* More cost effective to prevent a potential risk than
to react to the resulting problem

* Increases potential for success

€

Jro
If the risk is reported it is /‘\J =
“OUR” problem and we will </~

work together to resolve
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Who Identifies Risks?

» Portfolio Risks — PMO, BTEC
* Program Risks — Program Managers

* Project Risks
— Project Sponsors: Clinger-Cohen, FEA, FISMA, Circular A-11
— Project Managers: Cost, Schedule, Personnel, Influences
— Risk Managers: All Aspects of Project, Influences
— Project Team Members:
» Task Deadlines
» Dependencies
» Technical
* Product Quality & Functionality
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RM is an Integral Part of
Project Management

Programivianagement

< Risk Communication

Activity Level ' '
y Product:Development



Risk Description

Clearly Describe the Risk Condition and Identify
the Project Consequence If the Risk Occurs

Condition: Describes the key circumstance or situation
causing concern, doubt, anxiety, or uncertainty

Consequence: Describe potential outcome if the risk
transitions into a problem




USAID

FROM THE AMERICAN PEOPLE

Risk Types

Risk Type Definition

Risk Tvue Descrintion Recommended | Recommended
¥p P Prohabhility Consegquence
Schedule Ahility to meet the schedule targets E E
and goals
] s {Costs fII.II’.Ir.'II’[Ia| deployment may 5 10
exceed initial forecasts
Life Cycle Costs Life-cycle cu_st_s_fur deployment 4 B
may exceed initial forecasts.
et Technical approach will not evolve
Obsolescence to support project or prograr B =
FeqUIrements
. Functional requirements may nat
Feasihility be met by baseline software 6 8
Reliahility of Fepository tools which may not 4 B
Systems support technical reguirements
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Risk Types

Risk Type Definition

Risk Tvoe Description Recommended | Recommended
¥p p Prohabhility Consequence
. Decisions regarding the BT
gﬁ[‘;e"de"c'es projects and funding of . 5
Interoperability implementation could impact
performance goals.
Surety (Asset Protection of project and program
Protection) Asoets 4 g
Considerations
msk of (Iirl:ating a | Locked into a proprietary approach
onop oly for i i
e with no alternatives 4 E
Procurements
Capability of Frograrn/Froject managerment may
Agency to not be able to monitor and control 4 a
Manage the schedule, costs, and risks for an
i investment
Oynamic requirements fram
. oversight arganizations,
P"Efa“ il misunderstanding of capabilities
mvestment 4 g
Failure and needs, lack of endorsement,
support, and participation from
Senior management
o Developing and implementing an
Ol il (] approach that may reguire
and Change : 4 3
Management changes in processes, workflows
and organizations
. Reliance of congressional and
Business 4 5

OMB approval of budgets.
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Risk Types

Risk Type Definition

Recommended | Recommended

Risk Type Description Probability Consequence

Feplacement cost lost

Data/Information | datafinformation, comversion cost 4 g

of datadinformation

Consideration of evalving

technology and ahility to integrate

current technalogy with future

platforms

OME or congressional approach

Strategic and direction that may impact 10 5

project goals

lUnauthorized access to operational

SYSLEmS

Pri Unauthorized access to sensitive
rivacy 4 B

data

Lewvel of involverment of

Project programiproject management staff

Resources for support and availability of

subject matter expertise

Technology

Security




Risk Exposure

Consequence identifies the
severity of the identified risk to
the project

1-10
Minimal - High

Probability identifies the
likelihood that the risk will
occur

1-10
Minimal - High

Probability x Consequence = Risk Exposure
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Quantitative Risk Analysis 101 Determining the Dollar Value of Risks

Quantitative Risk Analysis: A numerical analysis of the probability and impact of the
highest risks on the project to:

« Determine cost and schedule reserves
* |dentify risks requiring the most attention

» Create realistic and achievable cost, schedule or scope targets.

Expected Monetary Value (Dollar Value): The product of two numbers, probability and
impact. Example:

Task Probability Impact Expected Value
A 10% $20,000 $2,000
B 30% $45,000 $13,500

B 70% $18,000 $12,600
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Quantitative Risk Analysis 101 Determining the Dollar Value of Risks

Decision Tree Analysis:
» Takes into account future events in trying to make a decision today
 Calculates the expected value in more complex situations
* Mutually Exclusive

Decision Tree Example — A Company is trying to determine if prototyping is worthwhile on the
project. They have come up with the following impacts of whether the equipment works or fails
when it is used. Based on the information provided, what is the expected value of your decision?

Prototype: Failure: 35% probability & $120,000
Setup Cost $200,000 Impact
\
™ A Pass: No impact
L L .
< Failure: 70% probability & $450,000
X impact

Do Not Prototype:

Pass: No impact
Setup Cost $0

Prototype 35% * $120,000 = $42,000 + $200,000 = $242,000
Do Not Prototype 70% * $450,000 = $315,000



Probability

o
o

o
o)

@
N

—h
N

1-2

34 56 /-8
Consequence

9-10

MEDIUM




U SAI D PMO Risk Management Approach:

FROM THE AMERICAN PEOPLE

<
|
Continuous Lessons
Identification Learned
Risk Baseline ;—|

Planning

Process Risk Tracking !g
Components Risk Control | CONTROL |

/ VvV

Statement of Risk Risk category Handling Options Risk Exposure Workaround Plans
Process Risk List Impact Risk Response Plary Reports Corrective Action
Risk Triggers Probability Risk Owner Risk Register Risk Updates
Outputs Warning Symptoms| Prioritized Risk List Risk Closure
Lessons Learned

Risk Management Tool - WorkLenz
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Conclusion

« Risk Management Cycle — December

- 3" Day of the Month — Risk data is updated and current in
WorkLenz

- 5t Day of the Month — Create monthly report
- 10t Day of the Month — Monthly report posted to PMO website



